http//ctitime org/ctfs/

= CTFtime

http://www enigmagroup.org/ = EnigmaGroup

http://exploit-exercises.com/ = Exploit Exercises

http://google-gruyere.appspotcom/ = Google Gruyere

hitp//wwnw hackihissite.org/

Hack This Site

http://www.hackthis.co.uk/ = HackThis

http://www hackquestcom/ = HackQuest

httpsi//hackme/ = Hackme

https/www hacking-lab.com = Hacking-Lab

http://www dareyourmindnet/ - Hacker Challenge

hitp://wwnw hackertestnet/

Hacker Test

http://www hacmegame.org = hACME Game

http://haxtorhu = HaxTor

hitp://wwwoverthewire.org/wargames/ = OverTheWire

https://pentesterlab.com/ - Pentesterlab

https://pwn0.com/homephp = pwn0

hitp://www.root-me.org/llang=en = Root Me

http://www.smashthestackorg = Smash The Stack

http://www bright-shadows.net/ = TheBlacksheep and Erik

hitp/thisislegal.com/ - ThisisLegal

hitp://www.tryZhacknl/ = Try2Hack
http://canyourssthis com/HTMLSanitizer/ = XSS: Can you XSS This?

http://xss.progphp.com/ = XSS ProgPHP.

http://testaspvulnweb.com/ - Acunetix acuforum

° tx acubl

http://testphpvulnweb.com/ = Acunetix acuart

http//crackme.cenzic.com = Cenzic crackmebank

hiipy/zero.webappsecurity.com - HP freebank

Online Sites
Busbsies

http://aspnet testsparker.com - Mavituna testsparker
httpy//php.testsparker.com = Mavituna testsparker i

hitp://www webscantestcom/ - NTOSpider Web Scanner Test Site

10 Initial

12 Strychnine
13 6605
1.4 Stuychnine E605

15 Infectious Disease

version 1

version 2
= Metasploitable

Damn Vuinerable Linux

7 CTF challenges

= LAMPSecurity
Multiple outdated LAMP applications.
= UltimateLAMP
=,
level 1.100
level 1110
http://hackingdojo com/downloads/iso/De-ICE_S1120is0 = level 1120 | DE-ICE

= heorot

level 2100

- hackerdemia

v10

hitp://www pwnos com/

version 1

version 2 | = Holynix

http://sourceforge.net/projects/holynix/files/
level 1

~ Kioptrix

http://www kioptrix.com/blog/

Nebula

Protostar
Fusion | Exploit Exercises
Main Sequence Ruxcon 2012 CTF
http://exploit-exercises.com/download
Labina box

———\© PenTest Laboratory

Vulnix

amaom ) _Rebootuser

. id=1041
GoatseLinux
= neutronstar

BIXRi/netbonste;on gos SN D)
The Hacker Games

scriptjunkie.us

Scenel 2120 v1.0

= 21
http//21ltrcomy/scenes/ }———|

Default Application/Server/Software

- Turnkey Linux

hitp://wwew urnkeylinuxorg/ }————————
httpy//www.centos.org/ = Default CentOS 5.6

Default WindowsXP sP3 | Defauit

Default Windows7

Default Windows Server 2003/2008

Default VMWare ESX/ESXi Server ’

Insecure Android App.

Exploithe Mobile Android Labs

http/securitycompass.github.io/AndroidLabs/
A defective iPhone App

= ExploitMe Mobile iPhone Labs

http://securitycompass githubo/iPhoneLabs/

= NeN Wargame

Android VM
)

Pttty A S B

Network in a VM
NETInVM

Insecure i0S App

= OWASP iGoat
hitp/code google.com/p/owasp-igoat/ 1

FourGoats

Insecure Android Apps

Herd Finandial = OWASP Goatdroid

Insecure Web Services enabled Android Application

= Hacme Bank Android

aspx )
Vulnerable Andriod Application
InsecureBank
e, = i
Vulnerable VPN Service
= VulnVPN

- id=1041
Vulnerable VolP Service
= VulnvolP
- id=1041

0S / Builds

Miscellaneous

10 items
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PRACTICE LAB.
© Aman Hardikar

WebApps

50 unique apps.

\

A
L
Software

Webgon ©_iow
Mutillidae PHP

Vicnum = PHP/Perl

(OWASP CSRFGuard Sample App Java

BWA [OWASP] -| Simple Form with DOM XSS =  HTMLAS

Simple Form in Net = ASP.Net/C#t
OWASP AppSensor = Java
fold] Wordpress Software - PHP

[old] Yazd Software = Java

[old] Orange HRM Software
fold) GetBoo Software = PHP
[old) GTD-PHP = PHP.

http://code google.com/p/owaspbwa/

PHP.
OWASP Hackademic_©/—— )
tellargr
Net

OWASP SiteGenerator = /—
i\

PHP/MySQL
OWASP Bricks <
| dbebbticb bt sl itk i
Net
WebGoat NET = ——
j St LUl Rt

PHP.
Butterfly Security Project =/ ——

Foundstone “| Hackme Casino =

Net/MsSQL
Hackme Bank
s aspx
Java
Hackme Books = ——
\
Ruby On Rails

ColdFusion/MySQL

Hackme Shipping -
\

Net/C++
Hackme Travel =

PHP/MySQL
LAMPSecurity

I\ Eaau e g e Ry propec e oy
[old] Wordpress Software ~ PHP.

( [old) Yazd Software = Java

[old] Vanilla = PHP

Moth <f—————
= o Nanbiquara =i

[old] Roitpix = PHP

hitp://www bonsai-sec.com/en/research/moth php
PHP.
WackoPicko ©/——
-
erl
t

= P
Bad Store
http://www.badstore net/

OWASP WebGoat = Java

* OWASP InsecureWebApp = Java

Damn Vulnerable Web App = PHP
Web Security Dojo_ [ * Google Gruyere = _Python/Ajax

Foundstone Hackme Casino = _Ruby On Rails

REST/JSON

* Others

\ Pt/ mavensecurity.com/web, securiy_dojo/

Java/JSP
Bodgelt Store = ————
- &
perl
hackeor_©—— .
P S
2EE

SecuriBench &/ ——

PHP based SQL Injection test bed

sQLol -
f—————{_https://github.com/SpiderLabs/sQLol

Crypto-implementation flaws - PHP

CryptoMG =
t——————{_ https://github com/SpiderLabs/CryptoMG

XMU/XPath injection testbed - PHP
XMLmao

bs/XML

PHP, MySQL [SQL Injection]
Exploit KB Vulnerable Web App = .

PHP

—

-
J26E

* Zap WAVE & ——

PHDays iBank CTF

\

1zip

Darmn Vulnerable Web App —_PHP
Mutilidae —_pre
((Webgoat — s

Ghost —_prp

OWASP Hackadermic ©_PHP

GameOver “| Vienum = PHP/Perl

WackoPicko = PHP
OWASP InsecureWebApp = Java
Bodgelt Store - Java/JsP

1266
* PuzzleMall - ——

\Shish s ettt
“WAVSEP - J2EE

http://sourceforgenet/projects/null-gameover/

ASPnet
VulnApp

i K/blog php?id=88

s - TP
sali-labs =
t————{_ hutpsy/github.com/Audi-1/sqli-labs

PHP

Drunk Admin Web Hacking Challenge = r—

PHP/MySQL

bWAPP <
——{ nutpy//vowimmeitbewapp/

www.exploit-db.com
‘www.oldversion com

www.oldapps.com



