URL CHANGED ....
Correct URL: http//www.amanhardikar.convmindmaps/BrowserPlugins.html

Please update your bookmarks as the file at this URL will not be updated anymore. The URL exists for compatibility and to direct to the correct URL/file.

EFUL BR ER PL
APPLICATION SECURITY TESTING

Gather detailed Information about the site -~ [P Address Information

Contains whois, traceroute, ip geo location,
domain neighbours, tcp ping and dns lockup tools f

Capture request and modify the URL,

5 T
POST and other parameters ampermonkey

——

= Request Editing

for PENETRATI

= Recon
= Network & Internet Tools

Capture request and modify the URL,

- M
POST and other parameters Request Maker

—
Debuggers for websites. ) .
View code and modify as required ]M

Many utilities for a web developer = Page and Script Analysis

- Web Developer

Can be used to debug and identify issues }

View and edit source of a page -~ Web Edit

Swap cookies with those of a different privelege user = Swap My Cookies

View and edit cookies = Edit This Cookie |- Cookies

Analyse settings of cookies — Recx Security Analyzer

View the HTTP headers of the packets transmitted - HTTPHeaders

Identify technologies used - Wappalyzer |- Header Analysis

Analyse settings of http headers - Recx Security Analyzer

Take screenshots of the browsers content  ~ Awesome Screenshot

Block all auto execution of scripts = MotScript

geperate ? dis.posaple email address, Easy Disposable Email Address |= Utilities

mainly for registration purposes I
run a tab using IE components = [E Tab Multi
Encode and decode into various formats ~ Advanced Encoder / Decoder
Visit and test RESTful/WebDAV service ~ Simple REST Client
View JSON requests in a popup  ~ JSON View M
= Misc

View and edit all the XPath information on a page - XFath Helper

To switch very fast to a proxy server = Proxy Switchy

Pre-packaged browser with many required extensions

TEST

{@ chrome

Built using portable versions of Firefox and Chromium

Based on FireCAT

URL: www.getmantra.com

Pre-packaged browser with many required extensions

v1.4 [2012 Sep]

Browser Plugins

Built using Chromium engine

URL; www.syhunt.com/?n=Sandcat Browser

Firefox

Recon
ShowlP
Domain Details

httpsv//addons.mozilla.org/en- US/firefox/addon/showip/
https://addons.mozilla.org/en-US/firefox/addon/domain-details/

afl Hardikar


http://www.amanhardikar.com/mindmaps/BrowserPlugins.html

Passive Recon

Tamper Data

Cookie Manager+

Poster

Firebug

FlashFirebug

‘Web Developer

View Dependencies
JavaScript Deobfuscator

Live HTTP Headers
Wappalyzer

Hackbar

Offensive Security ExploitDB
OSVDB

PacketStorm

SecurityFocus

Default Passwords - CIRT.net

FireShot

Capture Fox (up to v6)
TabMix Plus

NoScript

Less Spam, Please

1E Tab 2

JSON View
RESTClient
FirePath
Groundspeed

Elite Proxy Switcher
FoxyProxy Standard
Host Spy
ViewStatePeeker
User Agent Switcher
CryptoFox

httpsv//addons.mozilla.org/en- US/firefox/addon/passiverecon/
Request Capture and M odification
httpsv//addons.mozilla.org/en- US/firefox/addon/tamper-data/
Cookies
httpsv//addons.mozilla.org/en- US/firefox/addon/cookies-manager-plus/
Web Services
httpsv//addons.mozilla.org/en-us/firefox/addon/poster/

Page and Script Analysis
https//addons.mozilla.org/en-US/firefox/addon/firebug/
httpsv//addons.mozilla.org/en- US/firefox/addon/flashfirebug/
https//addons.mozilla.org/en-US/firefox/addon/web-developer/
https//addons.mozilla.org/en-US/firefox/addon/view-dependencies/
https//addons.mozilla.org/en-us/firefox/addon/javascript-deobfuscator/

Header Analysis
httpsv//addons.mozilla.org/en- US/firefox/addon/live- http-headers/
httpsv//addons.mozilla.org/en-US/firefox/addon/wappalyzer/
Multi Purpose
httpsv//addons.mozilla.org/en- US/firefox/addon/hackbar/
Search Engines
https//addons.mozilla.org/en- US/firefox/addon/offensive-security-exploit-dat/
httpsv//addons.mozilla.org/en- US/firefox/addon/osvdb/
httpsv//addons.mozilla.org/en- US/firefox/addon/packet-storm-search-plugin/
https//addons.mozilla.org/en-US/firefox/addon/securityfocus-vulnerabilities-/
https//addons.mozilla.org/en-US/firefox/addon/default-passwords-cirtne- 58 786/
Utilities
httpsv//addons.mozilla.org/en- US/firefox/addon/fireshot/
httpsv//addons.mozilla.org/en- US/firefox/addon/capture- fox/
httpsv//addons.mozilla.org/en- US/firefox/addon/tab-mix- plus/
httpsv//addons.mozilla.org/en- US/firefox/addon/noscript/
https//addons.mozilla.org/en-US/firefox/addon/less-spam-please/
https//addons.mozilla.org/en- US/firefox/addon/ie-tab-2-f-36/
Misc
httpsv//addons.mozilla.org/en- US/firefox/addon/jsonview/
httpsv//addons.mozilla.org/en- US/firefox/addon/restclient/
https//addons.mozilla.org/en-US/firefox/addon/firepath/
httpsv//addons.mozilla.org/en- US/firefox/addon/groundspeed/
httpsv//addons.mozilla.org/en- US/firefox/addon/elite- proxy-switcher/
httpsv//addons.mozilla.org/en- US/firefox/addon/foxyproxy-standard/
httpsv//addons.mozilla.org/en-US/firefox/addon/host-spy/
httpsv//addons.mozilla.org/en-us/firefox/addon/viewstatepeeker/
httpsv/addons.mozilla.org/en-US/firefox/addon/user-agent-switcher/
https//addons.mozilla.org/en-US/firefox/addon/cryptofox/

Chrome

Recon

IP Address and Domain Information https//chrome.google.com/webstore/detail/lhgkegecenckoiliokondpaaalbhafoa

Network & Internet Tools

Tampermonkey
Request Maker

Firebug Lite
‘Web Developer
Web Edit

Swap My Cookies
Edit This Cookie

Recx Security Analyzer
Wappalyzer

HTTPHeaders

Awesome Screenshot
NotScript

httpsv/chrome.google.com/webstore/detail/ckpdpmpcgempaeokmelfifpadaklgpji
Request Capture and M odification
httpsv/chrome.google.com/webstore/detail/dhdgffkkebhmkfjojejmpbldmpobfkfo
httpsv/chrome.google.com/webstore/detail/kajfghlhtkcocatkcjlajldicbikpgnp
Page and Script Analysis
https//chrome.google.com/webstore/detail/bmagokdooijbeehmkpknfglimnifench
httpsv/chrome.google.com/webstore/detail/bfbameneiokk gbdmiekhjnmfkcnldhhm
httpsv/chrome.google.com/webstore/detail/knkafdhggfbbpbdojbegpokhiiclpnml
Cookies
httpsv/chrome.google.com/webstore/detail/d fhipnlikkblkhpjapbecpmoilcama
httpsv/chrome.google.com/webstore/detail/fagmhnnpilhplacedithccceomelgtbg
Header Analysis
httpsv/chrome.google.com/webstore/detail/ljafjhbjenhgegniknijjchkngljgjda
httpsv/chrome.google.com/webstore/detail/gppongmhjkpthbhagpmjtkannfbllamg

https//chrome.google.com/webstore/detail/hpltkkmefamockhligfdcfgfibcdddbg
Utilities

httpsv/chrome.google.com/webstore/detail/alelhddbbhepgpmgidjdcjakblofomee

httpsv/chrome.google.com/webstore/detail/odjhifogjcknibkahlpidmdajjpkketh



Easy Disposable Email Address
IE Tab Multi
Advanced Encoder / Decoder

Simple REST Client
JSON View

XPath Helper
Proxy Switchy

Mantra

httpsv/chrome.google.com/webstore/detail/mkpfodpjhekjdhkchalffiggeoamfajh
httpsz//chrome.google.com/webstore/detail/ fnfabepp finmnjnjhedifcflpcfgeea
httpsv/chrome.google.com/webstore/detail/ochhcobhdebiaimobminjogeggcgafed
Misc
httpsv/chrome.google.com/webstore/detail/fhjcajmcbmldhcimfajhfbgofhpcjmb
httpsv/chrome.google.com/webstore/detail/chklaanhfefbnpoihckbnethak golnme
httpsv/chrome.google.com/webstore/detail/hgimnogjliphhhkhimebbmlgjoejdpjl
https//chrome.google.com/webstore/detail/cachdcpeofiigpdhbabniblemipncjj

Prepackaged Browsers

http//www.getmantra.com/download/i



